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Abstract

A new Section 1557 rule bans discrimination by Al-based clinical decision tools, with
compliance required by May 2025. This paper explores challenges in identifying and mitigating
algorithmic bias, especially where outcome disparities exist. We emphasize the need to audit
high-risk tools, address proxy discrimination, and provide standardized guidance. Political
uncertainty around enforcement complicates long-term planning, making expanded regulatory
support essential for health systems and developers alike.



Introduction

On May 6, 2024, the Office of Civil Rights (OCR) and the Department of Health and Human
Services (HHS) issued a final rule regarding section 1557 of the Affordable Care Act that went
into effect on July 5, 2024. In Section § 92.210 (Figure 1), the Rule states that any patient care
decision support tools, including artificial intelligence (Al)-based decision support interventions
(DSils), that exhibit discrimination based on several protected attributes, are prohibited and
subject to enforcement under existing federal law’. This final Rule signals a recognition of the
potential of Al to exacerbate disparities in health care and health outcomes.

Here, we discuss the challenges that algorithm designers and health care organizations face to
comply with § 92.210, required by May 1, 2025. These challenges include conflicting views on
what is considered discrimination; handling combinations of protected attributes; and factors to
consider when prioritizing which tools to audit at scale. While the Rule remains in place for now,

we discuss how political landscapes and shifting priorities may influence future policy and

compliance requirements.

By requiring covered entities to regularly audit
DSls that directly use protected attributes,
rulemakers assume that such tools have the
highest potential to discriminate. Yet as prior
works have pointed out, Al models are most
likely to display a more pernicious form of proxy
discrimination coined “rational” discrimination, in
which a model discriminates through the use
variables correlated with protected attributes,
rather than the attributes themselves. To identify
these cases, we advocate for prioritizing the
auditing of tools that intervene on outcomes with
well-documented disparities, since outcome
disparities are a primary driver of DSI
performance differentials, which in turn drive
disparate health outcomes. We discuss several
real-world examples of this and walk through a
detailed modeling simulation to illustrate the

§ 92.210 Nondiscrimination in the use of patient
care decision support tools.

(a) General prohibition. A covered entity must not
discriminate on the basis of race, color, national
origin, sex, age, or disability in its health programs
or activities through the use of patient care
decision support tools.

(b) Identification of risk. A covered entity has an
ongoing duty to make reasonable efforts to identify
uses of patient care decision support tools in its
health programs or activities that employ input
variables or factors that measure race, color,
national origin, sex, age, or disability.

(c) Mitigation of risk. For each patient care
decision support tool identified in paragraph (b) of
this section, a covered entity must make reasonable
efforts to mitigate the risk of discrimination
resulting from the tool’s use in its health programs
or activities.

various challenges that arise in interpreting and
complying with the Rule. Finally, we propose the
development of a standardized implementation
guide to support a diverse set of health systems
in coming into compliance.

Figure 1: Section 92.210 of “Nondiscrimination
in Health Programs and Activities”,the final rule
regarding Section 1557 of the Affordable Care
Act.



Implications of the Rule in Clinical Care

DSls are commonly used to stratify patient risk. For example, one DSI might estimate the
likelihood of cancer from clinical history and lab results to guide biopsy decisions, while another
may predict whether an ED patient will require inpatient care, helping to manage patient flow.?3

Section 92.101(a) of the Rule prohibits excluding individuals from participation, denying
benefits, or otherwise discriminating based on race, color, national origin, sex, age, or disability.
In practice, DSIs can benefit patients by: (1) identifying high-risk patients who need care, and
(2) identifying low-risk patients who can avoid unnecessary interventions. Errors in either
direction may constitute a denial of benefit, as patients should ideally receive only medically
necessary treatment, and may otherwise suffer harms.

However, when outcome rates (e.g., cancer, hospitalization) differ across groups, accuracy
trade-offs between subgroups are often unavoidable. These trade-offs complicate the question
of what counts as discrimination under the Rule, and more guidance is needed to navigate
them.

Disparities in health care and outcomes are well documented.*® For example, Black and
Hispanic ED patients often face longer wait times than White patients with similar urgency,® and
cancer incidence increases 40-fold from age 20 to 60.° A miscalibrated DSI might discharge a
patient who needs care—leading to harm—or admit one unnecessarily, exposing them to
medical risks or costs. In prostate cancer screening, DSIs may over- or under-estimate risk,
leading to overtreatment or missed diagnoses.?

Training DSIs on historical data requires deciding whether to calibrate to group-specific
prevalence or treat observed differences as artifacts of biased data. This may involve
resampling or applying fairness frameworks beyond the scope of this discussion.” Here, we
focus on scenarios where group-level calibration is necessary to ensure accuracy on all groups.

In short, the Rule raises challenges when: (1) the predicted outcome occurs at different rates
across subgroups, and (2) the harms of DSI errors are two-sided—e.g. either undertreating or
overtreating patients.

Nondiscriminatory or least discriminatory? Inherent Tradeoffs in
Tool Metrics

A tool’s false positive rate (FPR) reflects how often it recommends unnecessary treatment; its
false negative rate (FNR) captures how often necessary care is missed. A fairness standard
sometimes called equalized odds or error rate balance requires that FPR and FNR be equal
across protected groups.®



However, care providers often focus on a different metric: positive predictive value (PPV)—the
probability that a flagged patient will experience the outcome. PPV, closely related to calibration,
helps determine how many interventions are needed to find a true positive, which is useful in
managing clinical workflows. Requiring equal PPV across groups supports equal treatment for
individuals with similar model-estimated risk.

Unfortunately, equalizing PPV and error rates is mathematically impossible when outcome
prevalence differs across groups, as is common due to structural inequities. This limitation
cannot be resolved by training group-specific models, collecting more data, or using statistical
adjustments. In a calibrated model, outcome prevalence constrains the tradeoff between FPR
and FNR.*"'° Therefore, fixing PPV within a group sets a linear relationship between false
positives and false negatives based on that group’s prevalence.

We illustrate this principle through a simple example in Figure 2, detailed in the Supplement.
Consider a DSI predicting a clinical outcome y using a clinical risk factor x and group
membership (a or b). Suppose groups are equal in size (N = 50,000) and have the same
distribution of x, but group a has 20% outcome prevalence, and group b has 50%. In practice
we simulate this scenario by sampling x from a normal distribution with zero mean and unit
variance (for both groups) and sampling the outcome as y ~ x > tg, where t, is a group-specific
threshold that achieves the simulated group prevalences (Figure 2.A).

To equalize PPV, we can set different probability thresholds for each group. However, doing so
results in a higher FNR for group a (lower prevalence) and a higher FPR for group b.
Alternatively, if we equalize FPR and FNR, PPV will be lower for group a due to its lower
outcome rate (Figure 2.B).

Each metric difference could plausibly be viewed as unfair, yet not all can be equalized
simultaneously. This makes it essential for developers and providers to define the tool’s
intended benefit and adopt a fairness definition aligned with clinical priorities. For instance, if
false negatives carry greater harm, minimizing FNR among subgroups should take
precedence—even if it results in higher FPR or lower PPV in some groups.

Still, given these unavoidable tradeoffs, developers may fear any design choice could violate the
Rule. As philosophers note, “ought implies can”: the non-discrimination provisions imply a non-
discriminatory design available to the developer that often is non-existent. Clearer guidance on
which types of errors constitute actionable discrimination would support developers in making
principled, compliant design decisions.

Trade-off Transparency

Given the impact of DSI design choices, algorithm developers should clearly communicate
trade-offs and collaborate with care providers to assess potential harms and benefits. In its
commentary on the final Rule, HHS declined to mandate patient disclosure of training data or



model inputs, citing cost and current practices. However, it acknowledged that a new ONC rule
will require developers of certified health IT to publicly share summary information on risk
management practices for predictive DSIs."" HHS characterized patient disclosure as a “best
practice” but stopped short of requiring it. Clearer guidance on transparency expectations would
help developers and providers meet the Rule’s non-discrimination requirements.
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Figure 2: An illustration of the inherent trade-offs in error rate balance and positive predictive
value (PPV) for risk models when the prevalence, p, of the outcome, y, differs among patient
subgroups (a and b). A) The groups have identical distributions of the risk factor, x, and identical
sizes (N=10, 000), but vary in prevalence of the outcome, y. B) The receiver operating
characteristic curve (left) and precision recall curve (right) for simple logistic regression models
under different modeling assumptions. The marked dots illustrate how balancing error rates
results in different PPV among the groups, and the marked squares illustrate how balanced
PPV leads to different error rates. The lightly dotted lines on the ROC curve indicate how equal
levels of PPV relate to True and False positive rates, and how those line levels depend on the
prevalence of the outcome in the groups.

Challenges to Scalability

Handling Combinations of Protected Attributes

Section 92.101a) of the Rule further clarifies that discrimination based on “any combination of”
protected attributes should be accounted for, addressing the fact that discrimination along
singular attributes does not sufficiently capture discrimination on intersecting subgroups.’? One
must ask, then, how feasible it is to both a) robustly measure discrimination on any combination
of protected attributes, and b) address that unfairness through model changes. Algorithm
designers should approach both tasks with caution when the number of intersecting groups is



large. Even if we consider only two options for each of the six protected attributes covered
under the Rule, this gives 720 potential subpopulations that could be audited for discrimination.

As a concrete example, we look at 198,823 patient admissions from the ED at Beth Israel
Deaconess Medical Center from 2011-2019." We group the admissions by four protected
attributes: sex, race, age, and language preference (a proxy for national origin) in Figure 3,
resulting in 270 groupings. Using a statistical power calculation, we estimate how many samples
we would need to robustly detect a disparity between groups (detailed in Supplement). To
detect the difference in outcome prevalence from our illustrative example (20% versus 50%), we
need at least 175 samples per group, which is possible in all single-attribute groups, but only
about 65% of four-way intersecting groups. To detect a smaller difference - say, 40% in one
group versus 50% in another — requires more samples; in this case only 20% of the full, four-
way intersections of the protected attributes have sufficient sample size. We stress that our
starting cohort is large, covering 8 years of visits to a large urban medical center, highlighting
the challenge facing algorithm designers monitoring discrimination at smaller centers or over
shorter time scales.

In addition to algorithmic challenges related to identifying and removing bias among
intersectional groups, the ability to successfully litigate intersectional discrimination is hampered
by the piecemeal set of anti-discrimination laws that Section 1557 relies on for enforcement,
which often pertain to only one protected attribute (e.g. sex, disability) and are supported by
their own case law™.
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Figure 3: A) Venn diagram showing the number of distinct patient subgroups when considering
multiple, intersecting attributes (Race/Ethnicity, Sex, Age, Language) in the MIMIC-1V ED
dataset.” B) In order to detect disparities faithfully, a minimum number of patients must be
observed in each subgroup. Bars indicate the percentage of 1-,2-,3-, and 4-way intersecting
subgroups in MIMIC-1V ED that are large enough to detect a given dispatrity effect size. As the
size of the disparity decreases, so too does the number of patient subgroups that are large
enough to power statistical analysis. For further details, see Supplement.



Choosing the Right Tools to Audit

Commenters noted the challenge of auditing every DSI in large health systems for
discrimination. The final Rule clarifies that the regulation (Figure 1) requires regular monitoring
only of those tools that use protected attributes as input and for each such tool, make
reasonable efforts to mitigate discrimination from its use.

This language assumes that discrimination primarily arises from tools that use protected
attributes. But if audits focus only on such tools, would they catch the most prominent
cases of algorithmic bias? Sometimes, yes—as with kidney function models that
explicitly include race.' But many widely cited examples of bias involve tools that do not
use protected attributes.

For instance, a widely used algorithm to identify high-risk patients for care management
excluded race but relied on a proxy outcome variable that was racially correlated,
producing significant bias.'® Similarly, chest X-ray Al models have underperformed for
underserved populations due to prevalence differences, even without using protected
attributes."”

In short, limiting audits to tools that include protected variables is likely to miss many
biased systems, especially those that discriminate via proxies or confounding. While the
Rule acknowledges this possibility, it does not require broader, regular audits that would
be more effective at catching such cases.

Although moving away from race-based medicine is a valuable goal, simply removing protected
attributes from DSIs does not eliminate discrimination,® nor are such attributes the root cause
of many recent examples of algorithmic bias.®

Addressing Proxy Discrimination

U.S. anti-discrimination law distinguishes between disparate treatment (intentional differential
treatment based on protected characteristics) and disparate impact (facially neutral practices
that disproportionately affect protected groups). Most DSI-related litigation is likely to fall under
the latter, which does not require proof of intent.?

Proxy discrimination is a form of disparate impact in which a model uses variables correlated
with protected characteristics, rather than the characteristics themselves. In their seminal article
on the subject, Prince and Schwarcz treat redlining, the historical practice wherein financial
firms refused to serve predominantly African American geographic regions, as the paradigmatic
version of the phenomenon because “the disparate impact it produced was by design: The
usefulness to firms of refusing to serve redlined geographic regions was that it allowed them to
covertly achieve their discriminatory aims.”?' While early cases like redlining involved intentional
proxy discrimination, intent is not required if the model’s utility depends in part on the disparate
impact.?! This occurs in the Al context when protected attributes provide predictive value



beyond other available risk factors—such as in our earlier example where adding protected
attributes improved predictive performance beyond clinical indicators.

This issue is especially challenging when group differences in outcome prevalence cannot be
explained by observable social, behavioral, environmental, or biological factors. For instance,
disparities in prostate cancer outcomes or ED wait times persist even after accounting for
known risk factors.*?? In such cases, minimizing disparate impact may require explicitly
incorporating protected attributes—a strategy known as fairness through awareness.?® Using
group-specific thresholds, as previously described, is one such approach.

Because Al tools naturally pick up on statistical associations in training data, proxy
discrimination is often an expected byproduct of their use,?® yet it remains one of the hardest
forms of discrimination to detect and litigate. Although some commenters urged the final Rule to
address proxy discrimination explicitly, HHS instead opted to evaluate such claims case by
case.

Requiring providers to audit DSIs that use protected attributes could pressure developers to
exclude those variables entirely. Given the regulatory burden of ongoing monitoring, providers
may favor tools that avoid protected attributes—even if they perform worse or yield less
equitable outcomes. Ironically, such oversight may discourage the use of tools designed to
reduce algorithmic bias.

Open Issues for Provider Compliance

Whereas prior ONC rulemaking'! defined requirements for health IT developers, the Rule
complements these by making clear that health providers are responsible for any discrimination
resulting from the use of any DSIs, even those developed by third parties. To meet these
requirements, providers will need to develop assurance processes, for both internal and/or
external developers, to ensure that DSIs are compliant with the Rule. These processes ideally
ensure that providers arrive at the least discriminatory algorithm choice among potential options.
One way of thinking about this is that when it is shown that a facially-neutral practice has
disproportionately impacted members of a protected group, the burden then shifts for third-party
developers to establish their own processes for providing non-discrimination assurances to the
providers making use of their algorithms.?'

As the Rule stops short of providing comprehensive safe harbor compliance options for all
situations in lieu of case-by-case assessments, additional guidance will be crucial to scaling the
requirements appropriately to small, rural hospitals and large, multi-center health systems. In its
cost estimates, OCR assumes all an organization’s DSls can be reviewed for discrimination in
one hour. Given the complexity of reviewing even a single DSI (consider that it took 10 months
to review a two-variable risk model for kidney function?*), this estimate is likely off by some
orders of magnitude.



To support diverse healthcare systems requires the availability of affordable technical
assistance to all healthcare organizations.?®> CMS or a similar body could support this need by
convening a multidisciplinary task to develop a standardized “Implementation Guide” (1G). This
IG could provide both instructive guidance and legal protection, ensuring a clearer compliance
path for organizations of all sizes. This work could build upon burgeoning efforts by industry and
academic coalitions to standardize DSI development, testing and evaluation frameworks.?® It
might also be possible for OCR to announce a “safe harbor” for compliance in this space,
although it is less clear what deference courts would give to OCR’s interpretation given recent
changes in administrative law. An implementation guide that adapted compliance processes for
resource-constrained providers would be especially helpful, and could, for example, set
expectations around the frequency and scope of algorithm audits to match organizational
capacities.

Fate of the rule under the new administration

The Rule remains in force. Although the Congressional Review Act allows Congress to nullify
late-term agency rules via joint resolution, this Rule falls outside the Act’s “lookback” period and
cannot be overturned that way. To modify or rescind it, HHS would need to engage in the same
notice-and-comment rulemaking process required to establish it under the Administrative
Procedure Act. Since the original Rule took nearly two years from draft to finalization, it is likely

to remain in effect for an extended period.

District courts in four states have heard challenges to the Rule, with appeals pending.?’~*° So
far, injunctions have applied only to the provision extending sex discrimination protections to
transgender individuals. The Rule’s broader anti-discrimination provisions, including those
related to DSls and other protected classes, remain unchallenged.

The impact of the Rule will depend heavily on enforcement. HHS enforcement actions are one
way the Rule may curb discriminatory Al. In its supporting materials, OCR outlines how it may
interpret compliance® — these “rules of the road” can be revised without formal rulemaking,
allowing future administrations to shift enforcement priorities without changing the Rule itself.
For example, a new administration could redefine compliance expectations and alter
enforcement practices, signaling different priorities to covered entities.

Still, as the Biden HHS noted, courts have upheld “private rights of action” under Section 1557,
allowing individuals—not just HHS—to sue for violations.” That said, whether private suits will
be common, how they will proceed, and whether they will offer meaningful enforcement if HHS
scales back its efforts remains uncertain.®'

Final Remarks



In summary, where outcome disparities exist across groups, algorithm developers and providers
must assess trade-offs between FPR, FNR, and PPV/NPV across subgroups to evaluate
potential discrimination. Developers should clarify how these metrics relate to the tool's
expected benefit, enabling providers to assess equity relative to alternative approaches.

Because disparities in outcome prevalence increase the risk of performance differences,
focusing solely on tools that explicitly use protected attributes may be less effective than
targeting those that affect outcomes with known disparities. Further work would need to clearly
specify “known disparities” to operationalize this recommendation but could build upon other
federal efforts that regularly quantify health disparities® and leverage subgroup metric reporting
requirements that arise via ONC rulemaking or as part of future compliance guidelines. As
compliance processes develop, both providers and developers would benefit from standardized
implementation guidance to navigate the complex trade-offs required to ensure
nondiscrimination.
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